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For VPS and dedicated server customers with root access. The short answer: an open DNS
resolver answers questions about any domain from any address on the internet, on port 53. Attackers
send it small queries with a forged source address (the victim’s), and your server sends the victim
much larger answers: an amplification attack, and your VPS takes part without ever being hacked. A
national incident response team (CERT) finds these resolvers and our network and data centre
provider sends us the notice. The fix is to turn off recursion for outsiders, or the whole service if you
do not need it, without breaking DNS for any domains the server hosts.

What may be answering on port 53

BIND ( named ), installed by a panel or Keep it answering for your domains, with

by hand as the name server for your recursion off (or allowed only for the server
domains itself).

BIND or Unbound installed just so the Make it listen on 127.0.0.1 only and refuse
server can resolve names everyone else.

dnsmasgq, Pi-hole or AdGuard Home in Stop publishing it to the outside, or limit it in
a container with port 53 published the firewall to the addresses that use it (your

VPN, for example).

systemd-resolved on 127.0.0.53 Not an open resolver: it only listens locally.
Leave it alone.

A process you do not recognise Treat it as suspicious: is my VPS
compromised?.

Closing the resolver
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n See what listens on port 53: sudo ss -tulnp | grep ":53 "

Addresses 0.0.0.0, [::] orthe public IP mean it answers the outside
world.

a Test from another machine: dig @YOUR_SERVER IP example.com . An
address in the ANSWER section and the ra flag mean the resolver is
open. status: REFUSED or atimeout means it is closed. Reading the
output: dig and nslookup.

a Ask whether this server needs DNS at all. Check where your domains
point with dig NS yourcompany.com . If they use the registrar's name
servers or another service, not this VPS, you can switch the service off:

sudo systemctl disable --now named (or bind9 , unbound ,

dnsmasq , whichever is running).

n BIND serving your domains: inside the existing options block
( /etc/bind/named.conf.options on Debian and Ubuntu;
/etc/named.conf on the Red Hat family), add: recursion no;

allow-query-cache { none; }; Ifthe server itself uses BIND to resolve
names, use this instead: allow-recursion { 127.0.0.1; ::1; };
allow-query-cache { 127.0.0.1; ::1; }; Check and restart: sudo
named-checkconf

sudo systemctl restart named (on older Debian and Ubuntu releases

the service is bind9 ).
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Unbound: in the server: section of unbound.conf : interface:
127.0.0.1

access-control: 0.0.0.0/0 refuse

access-control: 127.0.0.0/8 allow Then sudo unbound-checkconf

sudo systemctl restart unbound

dnsmasq or a container: for dnsmasq, listen-address=127.0.0.1
and bind-interfaces . For a container, change "53:53/udp" to
"127.0.0.1:53:53/udp" (and the same for tcp), or drop the mapping,
then docker compose up -d . Remember that ufw does not stop ports
published by Docker: Docker on a VPS, safely.

Repeat the step 2 test from outside and keep the output for your report.

Reply to the support ticket in My MozOut, within the notice’s deadline
(short, often a single day), with a short report: the cause, what you
changed and how you checked that the port no longer answers from
outside. There is a template in writing the reply to an abuse notice.
With no reply, or if the problem carries on, the server may be switched off
to protect the network, with your data left intact: why a server is
switched off and how to bring it back.

Do not close port 53 or stop BIND on a server that is the name server for
your domains: the websites and e-mail of those domains can no longer be found.
On a name server, 53 stays open (UDP and TCP) and what you close is recursion.
Copy the configuration files before editing them.
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This notice does not mean the server was hacked: an open resolver is abused from
outside, just as it is. A reply to the notice is still required, and the attack traffic stops once
recursion is closed. On a VPS, root access is yours: we do not log in to the server and
cannot change a firewall that runs inside it. If you lose SSH, tell us in the support ticket.

Not sure whether your VPS is the name server for your domains? Tell us the
domains and the step 1 output in the support ticket.

Open a support ticket

SEE ALSO

An abuse notice about your server: what it means, the deadline and what
we need from you

Writing the reply to an abuse notice: cause, what you removed and how it
will not happen again

Checking DNS from the command line: dig and nslookup, and how to read
the answer

Setting up the ufw firewall on Ubuntu without locking yourself out
Running Docker on a VPS safely: the precautions that matter

A DDoS attack coming from your server: finding the outgoing flood and
stopping it
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