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The short answer: a DDoS (distributed denial of service) attack is a flood of fake requests, from

many addresses at once, meant to stop the site answering the real ones. But most of the “attacks”

customers report to us are something else: a campaign that went well, bots reading the whole

site, or a plugin asking for too much. The difference shows when you look at who is asking and for

what.

The four most common explanations

Cause What it looks like What to do

A genuine

traffic spike

A rise right after a post, an advert or a

press mention. Visitors see different pages

and stay a while.

Nothing hostile: it is a

good sign. If the site

copes badly, see what

actually makes a

difference to speed.

Bots and

crawlers

Many requests, from a handful of origins,

walking through every page or the internal

search.

Limit with robots.txt and

block the worst. See AI

bots crawling your

site.

A plugin or

script asking

for too much

Resource use climbs without the visitor

count climbing. Typical of admin-ajax.php or

a scheduled task.

See admin-ajax eating

your resources.

A real attack Thousands of requests a minute from

many unrelated addresses, nearly all to

the same place: the home page, the

search, wp-login.php, xmlrpc.php. The pages

asked for do not vary and nobody stays on

the site.

See below.

How to confirm, in four steps

https://www.my.mozout.com/knowledgebase/1014/The-site-is-slow-what-actually-makes-a-difference.html
https://www.my.mozout.com/knowledgebase/1014/The-site-is-slow-what-actually-makes-a-difference.html
https://www.my.mozout.com/knowledgebase/1014/The-site-is-slow-what-actually-makes-a-difference.html
https://www.my.mozout.com/knowledgebase/2988/AI-bots-crawling-your-site-robots-txt-and-how-to-block-them.html
https://www.my.mozout.com/knowledgebase/2988/AI-bots-crawling-your-site-robots-txt-and-how-to-block-them.html
https://www.my.mozout.com/knowledgebase/2988/AI-bots-crawling-your-site-robots-txt-and-how-to-block-them.html
https://www.my.mozout.com/knowledgebase/1988/admin-ajax-eating-your-resources-how-to-find-out-and-cut-it-down.html
https://www.my.mozout.com/knowledgebase/1988/admin-ajax-eating-your-resources-how-to-find-out-and-cut-it-down.html
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1 Note the start time and how it began: suddenly, or in a ramp.

2 Look at the statistics in cPanel (visitors and raw access). The

addresses and pages most requested say a lot. Find them in visitor

statistics.

3 Look at the errors the site returns. A 508 or 503 error means the site

reached its account limits or the server is busy: website errors: 500,

403, 404 and 508.

4 Compare with a normal day. If the activity only changed on one page or

one address, it is almost always the site; if it changed everywhere and

from all over, it is likelier to be external.

If it is an attack

1 Talk to us straight away. Our servers have volumetric attack filtering at

network level, and we can see what reaches the server. Tell us the start

time and the domain hit. What we do and what remains yours is in what

we do about security, DDoS included.

2 If the addresses are few and clear, block them, as in blocking an IP

address from visiting your site. In a real attack there are too many for

that.

https://www.my.mozout.com/knowledgebase/1460/Visitor-statistics-where-they-are-and-what-they-mean.html
https://www.my.mozout.com/knowledgebase/1460/Visitor-statistics-where-they-are-and-what-they-mean.html
https://www.my.mozout.com/knowledgebase/504/Website-errors-explained-500-403-404-508-and-what-to-do.html
https://www.my.mozout.com/knowledgebase/504/Website-errors-explained-500-403-404-508-and-what-to-do.html
https://www.my.mozout.com/knowledgebase/1074/What-we-do-about-security-DDoS-included-and-what-stays-yours.html
https://www.my.mozout.com/knowledgebase/1074/What-we-do-about-security-DDoS-included-and-what-stays-yours.html
https://www.my.mozout.com/knowledgebase/2186/Blocking-an-IP-address-from-visiting-your-site.html
https://www.my.mozout.com/knowledgebase/2186/Blocking-an-IP-address-from-visiting-your-site.html
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3 If your site is a likely target, put it behind a service that filters requests

before they reach the server, with an “emergency mode”. Cloudflare is one

example, and it is an account of your own. See when it helps and how

to switch it on. No service promises absolute protection.

Messages demanding money so that the site is not attacked are, nearly

always, only the message: they threaten an attack that has not begun. Do not pay,

do not reply, and keep the e-mail. In a very large attack, the network’s usual answer

is to cut traffic to the address under attack for a few hours: unpleasant, and the least

bad option.

Leaving a protection service’s “attack mode” on for good makes every visitor pass a check

before seeing the site. Switch it on during the attack and off afterwards.

Did the site slow down or stop answering, and you suspect an attack? Tell us

the time and the domain.

Open a support ticket

RLX-LIMITES

Where to see it in your account

Resource Usage in cPanel: graphs of CPU, memory, I/O and entry processes against your account's limits, with the

moments a limit was hit. A flood of requests shows as a sudden climb that touches the ceiling.

Errors 508 or 503 when you visit the site: 508 means the account reached its limits, 503 that the server was busy.

Visitor statistics and the raw access log, under Metrics: the addresses and pages most requested at the time.

Take those three to the ticket, with the start time, the domain and, if you can, a screenshot of Resource Usage. With

that in hand we can tell much faster whether the cause is the site or something outside it.

/RLX-LIMITES

https://www.my.mozout.com/knowledgebase/1076/Cloudflare-when-it-helps-how-to-switch-it-on-and-the-cache-that-fools-you.html
https://www.my.mozout.com/knowledgebase/1076/Cloudflare-when-it-helps-how-to-switch-it-on-and-the-cache-that-fools-you.html
https://www.my.mozout.com/submitticket.php
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SEE ALSO

What we do about security, DDoS included, and what stays yours

Blocking an IP address from visiting your site

AI bots crawling your site: robots.txt and how to block them

Cloudflare: when it helps, how to switch it on

https://www.my.mozout.com/knowledgebase/1074/What-we-do-about-security-DDoS-included-and-what-stays-yours.html
https://www.my.mozout.com/knowledgebase/2186/Blocking-an-IP-address-from-visiting-your-site.html
https://www.my.mozout.com/knowledgebase/2988/AI-bots-crawling-your-site-robots-txt-and-how-to-block-them.html
https://www.my.mozout.com/knowledgebase/1076/Cloudflare-when-it-helps-how-to-switch-it-on-and-the-cache-that-fools-you.html
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